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Emphasis [note to self, not slide]

¥ Gathering host based information
¥ Analysis of the same
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ne stage - dan

ns& kerna intro - Wietse

¥ Cecl N'est Pas une Pipe - dan
¥ Timetravel & correlation - Wietse
¥ Reconstruction of actions - dan



Afternoon

¥ Processes - Wietse

¥ Networks - dan

¥ Hlesystans, unm, etc.- Wietse
¥ Lazaus- dan

¥ Best practices, conclusion - dan



The Coronef3 Toolkit

¥ Set of softwaretools

¥ Unix

¥ Pel & C

¥ Gathering & reconstructing data
¥ Anaysis

http: //www.fisn.convsecurity/forensics.html



Forensic Computing

Gathering and analyzing data in a manner as
free from distortion or bias as possible to
reconstruct data or what has happened in the
past on a system.



Wha We Won®Covea

¥ Trapping, tricking, pursuing
¥ |dentifying perpetrators

¥ Dealingwith law enforcement,courts
telcos,etc.

¥ |mportant but non-technical stuff



Ted Bundy

QNVhat@ one less person on the face of the
earth, anyway?



The BIG Issues

¥ Systenms areHUGE & conmplex, changerapidly
¥ Things can hide anywhere

¥ Vey littletechnical knowledge anywhere

¥ No software available

¥ Knowledge & experienceare important

¥ Gathering data easy, analysis harder (but mostly
vastly time-consuming)

¥ Storage



Requirements for Digital
Detectives

¥ Tecmicd Awareness

¥ Knowing the tech implications of your actions
¥ Understand how data can be modified

¥ Clever, open-minded, & devious

¥ Highly ethical

¥ Continuing education, knowledge of history

¥ Always use highly redundant data sources when
drawing conclusions



WhenFacedwith a OSituationOE

¥ Secure and i1solate

¥ Record the scene
¥ Conduct a systematic search for evidence

¥ Collect and package evidence
¥ Maintain chain of custody



L emmas

¥ Speed is of the essence - but don® overdo it
¥ Anything you do to a system disturbs it

¥ You can never trust the system

¥ Your policies must always be considered

¥ Resign yourself to fallures

¥ Prepare to be Surprised



Searchindor Evidence

¥ Presening state
¥ We can never know the past
¥ Even the present is tricky

¥ Always collectdatain accordancdo the
order of volatility



Orderof Volatility

¥ Registersperipheal memory, caches etc
¥ Memory (kernel physical)

¥ Networkstae

¥ Running processes

¥ Disk

¥ Foppies, backup media, etc.

¥ CD-ROMSs, printouts, etc.



Big Problens

¥ Lack of clairvoyance

¥ Don't know what happened

¥ Don't know who/what you're up against

¥ Don't know what to trust

¥ Harder problems require more preparation
¥ Heisenberg's legacy




If Y ou don@ K now the SystemE

¥ Know thy limitations

¥ Damaging evidenceis easy to do

¥ If automation exists, data collection is
possible

¥ Even ssmple analysis is dangerous
¥ Ask for help!



Battle Plan

¥ Think. Typing fast is not going to help.

¥ Securitypolicy?

¥ Set goals

¥ Contact anyone?

¥ Assume the worst

¥ Log actions

¥ Work aslittle as possible with original data



Action Expertise Time
\(/SV%:JI?C kto None 1+ hours
\I\//Ivionrilin a Install Sys Software 1/2-1 day
I\R/l ég(mé]m@ Jr. System Admin 1-2 days
Efefgﬁ)tus System Admin SVJ;GC@/S )
Fanaticism | Exp Sys Admin WeeKs

months+




Reconstructiormf the Fables

¥ Most data has time-based component
¥ Sometimes aremorefuzzy thanothers
¥ Construct atimeline

¥ Examine awindow intime

¥ Attempt to determine what happened



Who to Contact?

¥ Securitywithin your organization
¥ Management

¥ CERT?

¥ FBI, Police efc.?



We Also Wont CoverE

¥ Morethanoneinvestigatofincident/E
P Lightning can strike twice
P Multiple events at once can get confusing
P Same incident, multiple parties
b Separate incident, multiple parties
P Tying events to the right datastream?
P Multiple investigators, tying evidence together

¥ DS, orangebod, Microsoft



IDS & Orange Book

¥ A disturbing lack of faithE

¥ |DS- afourletterword

¥ Seldom used in the real world
¥ Currently no help in analysis



Microsoft++

¥ Y ou@e on your ownE

¥ 40 million and rising

¥ Rapidly changing

¥ Windowing system

¥ Plug and play

¥ Scarce technical data, the great unknown
¥ Lack of security & auditing features



The UNIX file system

A gentle introduction



UNIX file system basics

directory /home/you
foo 123~ Inode 123

bar 456 owner/group ID

and so on... permissions
file/directory/etc. blocks...
data block #s < data data
and so on... \ data data

data data




UNIX file types

« Regular file (most files).

- Directory (a file, nevertheless).

- Symbolic link (alias for other file).

« Device (e.g., terminal, disk, memory).

 Inter-process communication: named pipe, socket.



Unusual file system properties

- Everything is placed in one logical tree. No A:, B:, etc.
Even devices are accessible through the file system.

. Directories are files (except users canOt write to them:;
some remote file systems may disallow reading as well)

- File names can contain anything but / and null
(output from "find" may be harmful to programs).

. Files may contain OOholesOO (where no data is written
OOholesOO read back as all-zero blocks).



Unusual file system properties

« Multiple references: a file can appear in multiple places
(even Iin places owned by different users).

« Zero references: a file can still exist after it Is removed
(zero-link file is deleted when closed).

« No built-in undelete provision like DOS.

- Typically, only 0.5 kbytes of wasted space at the
end of a file.



UNIX file/directory/etc. attributes

« Ownership: numeric user and group ID.
« Permissions: read/write/execute for owner, group, other.
- Type: file, directory, symlink, device, etc.
- Reference count (0, 1, 2 etc.).
« File size in bytes.
« Time stamps (MAC times):.
= |ast file Modification time.

= |ast file Access time.

= |ast status Change (e.g., owner, permissions, refcount



UNIX file system

Basic forensics



TCP Wrapper-style alert

« Activity at some unlikely hour:
Feb 9 03:56:17 wilma in.rlogind[2271]:

connect from joe@betty

« Emaill inquiry: Joe was not working at 3 AM.

. An intruder has compromised JoeOs account
. ... and possibly more.



Sign of trouble - no login record

% last | more

sergey ttypl barney Wed Feb 8 16:44 - 16:45 (00:01)
rob ttypl freddy Wed Feb 8 09:08 - 09:08 (00:00)
joe console Tue Jan 31 17:13 still logged in
erwin ttypl wilma Fri Jan 27 11:17 - 11:17 (00:00)
nico ttypO betty Tue Jan 24 08:55 - 08:56 (00:01)
etc.

- Either no login record was written (entrance via backdoor)
. .. or the record was wiped out.



Process output looks normal

o

you
root
root
root
root
joe

root
joe

bin

root
root
root
root
root
root
root
root
joe

joe

$ ps -aux
USER

PID %CPU %MEM SZ RSS TT STAT START TIME COMMAND

13048 23.1 3.0 216 428 p3 R 09:12 0:00 ps -aux

1 00 0.0 52 0? IW Jan 31 0:00 /sbin/init -
20000 0 0? D Jan31 0:02 pagedaemon

75 0.0 00 16 0?1 Jan 31 0:00 (biod)

55 0.0 0.0 68 07? IW Jan 31 0:00 portmap
183 0.0 1.31500 188co S Jan 31 11:28 X :0 -auth /ho...
60 0.0 1.1 128 156? S Jan 31 0:05 ypserv
130 0.0 0.0 56 0OcolIW Jan 31 0:00 -csh (csh)

62 0.0 0.0 36 072 IW Jan 31 0:00 ypbind

111 0.0 0.0 12 87 IW Jan 31 26:24 update

76 0.0 0.0 16 07?1 Jan 31 0:00 (biod)

77 0.0 0.0 16 07?1 Jan 31 0:00 (biod)

78 0.0 0.0 16 0?1 Jan 31 0:00 (biod)

89 0.0 0.0 60 07? IW Jan 31 0:03 syslogd

107 0.0 0.2 16 28? S Jan 31 8:48 /usr/bin/scree...
114 0.0 0.0 56 07? IW Jan 31 0:00 cron

00000 O O0? D Jan 31 0:40 swapper

182 0.0 0.0 44 O0colIW Jan 31 0:00 xinit /home/jo...
184 0.0 0.0 28 O0colIW Jan 31 0:00 sh /home/joe/....

etcetera...



Some traces In flle access times

Output from "Is -lautR /", massaged and sorted by time

03:45:43
03:46:37

03:47:49
03:50:34
03:50:53

81920
24576
24576
24576
65536
3416
1422
960
1089
1364
722
2060
1117
4692
6331
984
1558
16716

- rwXr-xXr-x
- rwXr-xXr-x
- rwXr-xXr-x
- rwXr-Xr-x

-YwsSr-x--x
-YWXr-Xr-X
-r—--Yr—--r--
-r—--Yr—--r--
-r—--Yr—--r--
-r—--Yr—--r--
-r—--Yr—--r--
-r—--Yr—--r--
-r—--Yr—--r--
-r—--Yr—--r--
-r—--Yr—--r--
-r—--Yr—--r--
-r—--Yr—--r--
-r—--Yr—--r--

root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root

/usr/ucb/ftp

/usr/ucb/compress
/usr/ucb/uncompress
/usr/ucb/zcat

/usr/ucb/rdist

/usr/bin/id
/usr/include/setjmp.h
/usr/include/sund4c/setjmp.h
/usr/include/netinet/icmp var.h
/usr/include/netinet/in_pcb.h
/usr/include/netinet/tcp debug.h
/usr/include/netinet/tcp fsm.h
/usr/include/netinet/tcp seq.h
/usr/include/netinet/tcp timer.h
/usr/include/netinet/tcp var.h
/usr/include/netinet/tcpip.h
/usr/include/netinet/in_var.h
/usr/include/sys/stream.h



File access times, continued

(several dozen other /usr/include files omitted)

6970 -r--r--r-- root /usr/include/sys/ttold.h
1299 -r--r--r-- root /usr/include/sys/ttychars.h
3756 -r--r--r-- root /usr/include/sys/ttycom.h
755 -r--r--r-- root /usr/include/sys/ttydev.h
3053 -r--r--r-- root /usr/include/sys/types.h
03:53:26 344586 -r-xr-xr-x root /usr/lib/ccom
03:53:27 204800 -r-xr-xr-x root /usr/lib/iropt
03:53:32 147456 -r-xr-xr-x root /usr/lib/cg
03:53:33 221215 -r-xr-xr-x root /usr/bin/as
03:53:36 303617 -rwxr-xr-x root /usr/bin/1d
98304 -rwxr-xr-x root /usr/lib/compile
1132 -rw-r--r-- root /usr/lib/crtO0.o
7996 -rw-r--r-- root /usr/lib/libc.sa.l.9
03:53:46 10744 -rwxr-xr-x root /usr/bin/install
16384 -rwxr-xr-x root /usr/bin/strip
03:53:48 115472 -rwxr-xr-x root /usr/bin/make
03:59:06 32768 -rwxr-Sr-x root /usr/kvm/w



Results so far - not a whole lot

. Wrapper alert: JoeOs account compromised.
e "|S" access times: intruder built/installed software.
o "IS" modification times: no new or modified files.

« "ps” output: no new or unusual processes.

—= Time for more drastic measures.



Finding a good baseline

« Purpose: to find out what has changed relative to some
"known to be good" state.

« Questions for different levels of desperation:
= How useful are the backups?
= |Is a similarly-configured machine available?

= Are system/application installation media available?



Unmistakable rootkit signature

"find / -type f -print | xargs md5 >file" finds trojan versions of:

e du (
. Ifconfig (
 login (
e Is (
e netstat (
* ps (

nide sniffer, logs, and configuration files)
nide sniffer activity)

packdoor)

nide sniffer, logs, and configuration files)
nide intruder network connections)

nide sniffer process)

Plus what turns out to be configuration files, programs, and
a network sniffer logfile with login/password information.



Epilog

- Tools can make even unsophisticated intruders smart:
smart enough to exploit a vulnerabillity, wipe their login
record, and to almost invisibly install trojan horses.

« Tools do not stop intruders from making unsophisticated
mistakes, such as leaving a trail of file access time stamy
or stumbling over tripwires.



Raw versus cooked

The triangle of truth



UNIX system - logical view

Users: flesh and blood.

Processes:. agents on behalf of users.

Connections: Process-to-process.

Files: target of manipulation.

Issue: humans have no direct channels into their brains.



Multiple layers of processing

« Raw bits - media, ram, wiring, buses, the ultimate truth.
« Cpu and controllers - memory, disk, network, terminal.
- Kernel - translates bits into files, processes, connections.
 Library software - building blocks for applications.

« Applications - depend on both program and data files.

« Users - information has been processed multiple times.



Opportunities for tampering

Media - stash data in slack space, bad blocks.

Firmware - cpu, bios, pal, disk, network controllers.

Kernel - loadable modules, on-the-fly memory patches.
Library software - execute trojan, open good file, backdoot
Applications - rootkit trojan horse system utilities.

Processes - on-the-fly memory patches.



Raw versus cooked, and trust

« Raw bits - most trustworthy, but least informative.
« Disk blocks, memory pages, network packets.

- Connections - sessions, authentication.

« File systems - names, files, ownership, time stamps.
« Processes - more informative, less trustworthy.

« Users - left as an exercise for the reader :-)



Limitations

« Truth versus understanding.

« Reverse Turing problem: can an adversary control a
system such that it always gives the "right" answer?

« To what extent can procedures be automated?



The triangle of truth

raw bits peter gutmann
removed files tsutomu
files & dan &

processes wietse



The Big Chill

Freezing Data for Analysis



The Magic Button

Absolute Zero

Processes
Disks

Memory
Network

Internet...

Or, speed yourself up...



Heisenberg’s Principle of System
Analysis

e Real - impossible to know both momentum
and location; examining one affects the
other.

e Computers - examining or collecting one
part of the system will disturb other
components. It 1s impossible to completely
capture the entire system at any point in
time.



Prime Directive

Srive to capture as accurate a representation
of the system(s), as free from distortion and
bias as possible.



How Can You Trust Your Data 1f
You Can’t Trust Your Tools?

e Compromised kernel == game over?
e Chain of Trust

e Dragging your own toolkit around

e Online vs. Offline



Chain of Trust
(What happens when you run a binary)

The shell (incl. environment vars)
The command

Dynamic libraries

Device drivers

Kernel

Controllers

Hardware



Portable Toolkit

Does it help?

Be ready beforehand!
Know the system
Software tools

OS distribution media

Laptop, media, etc.



Contents of the Toolbag

* Depends on size of media
e Minimum -

— statically linked data collection tools; dd, cp,
cat, 1s

— {tp or other mechanism to get more tools or
stash data

e Perl & the Coroner’s Toolkit



Offline vs. Online

Some things can’t be done

Not working with original data/system

Less time restrictions

Errors in replication or interpretation of data

Often can’t go back, so get all you can
beforehand...



How/What to Grab, Theory

Take the system offline

Keep track of everything you type or do
Consider space restrictions

Grab first, analyze later

Note hardware, software, system configuration
Automation 1s necessary (time & consistency)
Follow order of volatility

Make copies (including tools) safeguard them



Before starting...

¥script(l) & notebook
¥ dd( 1) is your friend

e Setup and/or get tools

* Prepare storage location

* Sequential at host level, parallel at network



Netcat

 Written by der *hobbit*
e Easy transfer of data between two systems
e Typical usage in data stuffing:

‘receive] nc -p 6666 -1 > file
'send]cat datalnc -w 3 to 6666

* Network 1s slow compared to disk



Encrypted Netcat

[receive] nc -p 6666 -1 | \
des -d -k key > file

[ send] des -k key < data | \
nc -w 3 to 6666



Memory

* Be cautious of memory mapped devices or
holes in memory

# dd < /dev/knmem > out put
# dd < /dev/nmem > out put?2
# dd < /dev/rswap > out put 3




Power Management -
The Ultimate State Freeze?

Saves most states to disk

Very popular, esp with laptops
Extremely OS dependent

Kernel & device driver support required
Requires duplicate of hardware to reuse

Highly promising



Capturing Network Information

e All local network states, such as -
— netstat
— roufe
—arp
— kernel info
— logfiles



Remote Network Information

Router tlow logs
Portmasters, dialup equipment, etc.
Sniffer/tcpdump/etc

Server information (DNS, NFS, NIS, mail,
syslog, WWW, news, etc.)

Any host’s data that might be of interest -
all the information gathered for this host



Processes

 What 1s running, capture state & binary
bps(1)
— /proc
— pcat
— Isof



Disk Stuff

 NFS/Net stuff handled at server

¥ dd( 1) all filesystems (if possible)

¥ stat (2v) & MD?5 all files
¥strings(1l) on directories

e capture logftiles, sys configs, important files
e Kernel, dumps, corefiles (self-induced?)



Hardware, Additional Software,
elc...
¥ unane(1)
¥ eepr on( 8s)

¥ show ev -p/devinfo -vpletc.
(Solaris 2, 1, etc.)

¥ pkginfo(l)/rpm 8), etc.

e patches, kernel configuration, etc.



Auditing

* Host & network based audit (COPS/Tiger,
SATAN/ISS, etc.), from both on system &
externally

e Port scan
e Audit last, after capture all other info



Backups

 Don’t forget to recover & copy
e Can be crucial to investigation

e Costly and slow to examine



Grave Robber

e Automated way of collecting forensic info

e (Gathers, 1n order -
— Memory
— Unallocated filesystem
— netstat, route, arp, etc.
— ps/Isof, capture all process data
— stat & MD)5 on all files, strings on directories
— Config, log, interesting files (cron, at, etc.)



Traveling 1n time

from past to future



Time travel

Ideally, a Frankenstein-like experiment.

Reconstruct sequences of past events.

Correlate information from different sources.

Time machine - a look into the future.



who - active user snapshot

Username.

Terminal (or window).

Start of session.

Origin if remote (often truncated, easily masked).

% who

wietse console  Jul 25 15:05 (:0)

wietse  pts/1 Jul 28 19:59 (beukel.porcupine.org)
wietse  pts/5 Jul 25 15:06

Files: /etc/utmp, /var/run/utmp, /var/adm/utmp(Xx).
Easy to forge, easy to unremove.



last - past login activity

Username.

Terminal (or window).

Session start/end/duration.

Origin if remote (often truncated).

Logout times scatter, making output hard to interpret.

% last

dbtpto tty03 SVRCO05 Thu Feb 21 12:48 - 12:52 (00:03)
tgtawb tty02 SVRCO05 Thu Feb 21 12:44 still logged in
rcsamw :0 Thu Feb 21 12:29 - 13:13 (00:44)

Files: /var/adm/wtmp, /var/log/wtmp, /var/adm/wtmpx.
Easy to forge, easy to unremove.



lastlog - time of last login

One entry per user, indexed by numerical userid.
Terminal port.

Time of login.

Origin if remote (often truncated).

Last login: Wed Jul 28 19:59:56 1999 from beukel.porcupine

Files: /var/adm/lastlog, /var/log/lastlog.
Easy to forge, hard to unremove.



Login/time correlations

- What users had access to the system around 13:157?

wmorrg tty06 SVRCO05 Wed Feb 20 12:58 - 13:24 (00:25)
rcbajvl tty05 SVRCO05 Wed Feb 20 12:30 - 13:34 (01:04)
bdbert tty03 SVRCO05 Wed Feb 20 12:26 - 13:27 (01:01)
rcstack tty02 SVRCO05 Wed Feb 20 12:19 - 13:44 (01:24)

rcmart ttypl rwc.urc.tue.nl Wed Feb 20 11:49 - 16:15 (04:25)

- What 1s the usage pattern of a specific account?

wsbsym@wsinfoO1 ttyp8 rw8.urc.tue.nl Mon Jun 15 15:33 - down (00:27)
wsbsym@wsinpa0l ttyp2 wsinfoOl Mon Jun 15 14:14 - 14:24 (00:10)
wsbsym@wsinfoO1 ttyp8 wsinfo0l1 Mon Jun 15 14:11 - 14:11 (00:00)

wsbsym@wsinfoO1 ttyp2 rw8.urc.tue.nl Mon Jun 15 13:58 - 14:24 (00:26)



ps - process status snapshot

Username.

Terminal (or window).

Start time.

Memory and CPU usage.

Command line (easily forged).

Process status (running, sleeping, suspended, dead).
Other utilities of interest: top, 1sof (both freeware).

Files: /vmunix, /dev/kmem, /proc



lastcomm - past process activity

Command (easy to forge).

Status: abnormal exit, privilege change.
Username.

Terminal (or window).

CPU usage.

Start time + elapsed time (elapsed not shown).

W wsingus ttyp9  0.61 secs Mon Mar 11 13:46
ps wsingus ttyp9  0.33 secs Mon Mar 11 13:46
rn wsingus ttyp9  1.91 secs Mon Mar 11 13:44
W wsingus ttyp9  0.61 secs Mon Mar 11 13:44
rm wsingus ttyp9  0.06 secs Mon Mar 11 13:44

File: /var/adm/pacct, /var/account/acct, /var/log/pacct.

Easy to forge records.



Process/time correlations

All commands executed by a specific user.

All commands within a specific login session.
Successive instances of a (resident) process.
(Sequences of) specific commands by any user.
All processes running during some time window.

Resident process started long after boot time.



tcp wrapper - network connections

~ Date and time.

 Target host.

-~ Network process name and ID.
 Client host (optional: client user).

- Relies on connection information supplied by client.

May 20 01:04:42 tuegate: 14498 systatd: connect from litp.ibp.fr
May 20 01:10:19 tuegate: 14536 systatd: connect from monk.rutgers.edu
May 20 01:23:49 tuegate: 15040 systatd: connect from monk.rutgers.edu

May 20 12:37:55 tuegate: 26546 systatd: connect from litp.ibp.fr
May 20 13:02:45 tuegate: 27048 systatd: connect from litp.ibp.fr
May 20 14:04:51 tuegate: 27668 systatd: connect from litp.ibp.fr
May 20 14:08:53 tuewsd in.fingerd[7075]: connect from litp.ibp.fr



tcp wrapper/time correlations

All connections from a specific site.

All connections for specific services, for example
finger and systat.

Sequences of specific connections from any site,
for example, finger followed by login attempt.

All connections made 1n a specific time window.



File m/a/c times

-~ Significant amount of information: with 1025 files on a
typical single-user UNIX box, 10 MBytes of data.

- If available, as easy to read as footsteps in fresh snow.
Example: compiling a "hello world" program.

Jul 30 99 18:45:45 3743 .a. -rw-r--r-- root wheel /etc/make.conf
4347 .a. -r--r--r-- bin ~ bin  /usr/include/machine/ansi.h
3911 .a. -r--r--r-- bin ~ bin  /usr/include/machine/endian.h
2697 .a. -r--r--r-- bin ~ bin  /usr/include/machine/types.h
13063 .a. -r--r--r-- bin ~ bin  /usr/include/stdio.h
5704 .a. -r--r--r-- bin  bin  /usr/include/sys/cdefs.h
5903 .a. -r--r--r-- bin ~ bin  /usr/include/sys/types.h
512 .a. drwxr-xr-x bin ~ bin  /usr/share/mk
3528 .a. -r--r--r-- bin ~ bin  /usr/share/mk/bsd.own.mk
3945 .a. -r--r--r-- bin  bin  /usr/share/mk/sys.mk

Jul 30 99 18:45:46 1949 .a. -r--r--r-- bin  bin  /usr/lib/crt0.0
22544 .. -r--r--r-- bin ~ bin  /usr/lib/libgcc.a

m = content modified a = read/execute access ¢ = status change (permission, owner, reference count, etc.)



Time machine

Correlating by time-aligning data from different sources.
It slices and dices time into frames.

Unification of data gathering tools.

And you thought that SATAN+Netscape was a pig...

Guaranteed to be Year 2000 compliant.



Scenario #1, MACtimes

Date Size mac perms  owner group filename

[..]

Apr 07 98 00:10:20 1287 .a. -rw-r--r-- root  staff /etc/aliases
142 .a. -rw-r--r-- root  staff /etc/resolv.conf
12 .a. -rw-r--r-- root  staff /etc/sendmail.cC
55 .a. -rw------- root

22922 .a. -rw-r--r-- root

322 .a. -rw-r--r-- root  staff /etc/sendmail.cw

Apr 07 98 00:10:21 512 m.c drwxr-Sr-x root ~ staff /var/spool/mqueue

Apr 07 98 00:12:41 49152 .a. -rwsr-xr-x root ~ staff /usr/bin/login
Apr 07 98 00:12:45 1049 .a. -rw-r--r-- root  staff /etc/fbtab
801 .a. -rw-r--r-- zen  wheel /home/zen/.bash_profile
32768 .a. -rwxr-xr-x root  staff /usr/ucb/reset
32768 .a. -rwxr-xr-x root  staff /usr/ucb/tset
28056 ma. -rw-r--r-- root  staff /var/adm/lastlog
Apr 07 98 00:12:46 2857 .a. -rw-r--r-- zen  wheel /home/zen/.bashrc
20848 .a. -rwxr-xr-x root  staff /usr/bin/hostname
2672 .a. -rwxr-xr-x root  staff /usr/bin/mesg
134142 .a. -rw-rw-r-- root  staff /usr/share/lib/termcap
24 .a. Irwxrwxrwx root  staff /etc/termcap
Apr 07 98 00:12:51 0 mac crw-rw-rw- root  staff /dev/tty
32768 .a. -rwxr-xr-x root  staff /usr/openwin/bin/resize

Apr 07 98 00:13:06 3240 .a. -rwxr-xr-x root  staff /usr/ucb/head
5720 .a. -rwxr-xr-x root  staff /usr/ucb/last
1042200 .a. -rw-r--r-- root  wheel /var/adm/wtmp
Apr 07 98 00:13:16 9 .a. Irwxrwxrwx zen  staff /home/zen/pix
15 .a. IrwxrwSrwx zen  staff /home/zen/www

Apr 07 98 00:13:49 480 .a. -rw-r--r--root  staff /etc/hosts.allow
90112 .a. -rwxr-xr-x root  daemon /misc/locall.../in.ftpd
32768 .a. -rwxr-xr-x root  staff /usr/etc/in.ftpd
Apr 07 98 00:13:50 110 .a. -rw-r--r--root  staff /etc/ftpusers
246 .a. -rw-r--r-- root  staff /etc/skey.access
64 .a. -rw-r--r-- root  staff /etc/shells
Apr 07 98 00:14:11 1042200 m.. -rw-r--r-- root ~ wheel /var/adm/wtmp

Apr 07 98 00:14:31 5384 .a. -rwxr-xr-x root  staff /usr/bin/chmod
73728 .a. -rwsr-x--x root  staff /usr/ucb/rdist
Apr 07 98 00:14:32 10 .a. IrwxrwSrwx root ~ staff /usr/tmp

Apr 07 98 00:14:43 14 .a. Irwxrwxrwx root  staff /usr/bin/cc
221 .a. -r--r--r--root  staff /usr/include/lastlog.h
563 .a. -r--r--r-- root  staff /usr/include/pwd.h
1732 .a. -r--r--r--root ~ staff /usrf/include/stdio.h
5298 .a. -r--r--r--root  staff /usr/include/sys/fcnticom.h
2475 .a. -r--r--r-- root  staff /usrf/include/sysffile.h
11873 .a. -r--r--r--root  staff /usr/include/sys/signal.h
2771 .a. -r--r--r--root  staff /usr/include/sys/stat.h
1163 .a. -r--r--r--root  staff /usr/include/sys/stdtypes.h
399 .a. -r--r--r--root  staff /usr/include/sys/sysmacros.h
2979 .a. -r--r--r-- root  staff /usrf/include/sys/types.h
668 .a. -r--r--r--root  staff /usr/include/utmp.h
1029 .a. -r--r--r--root  staff /usr/include/vm/faultcode.h
81920 .a. -rwxr-xr-x root  staff /usr/lib/cpp
80 .a. -rw-r--r-- bin ~ bin  /usr/lib/lang_info
Apr 07 98 00:14:44 221215 .a. -r-xr-xr-x root ~ staff /usr/bin/as
344586 .a. -r-xr-xr-x root  staff /usr/lib/ccom
Apr 07 98 00:14:45 7 .a. IrwxrwSrwx root  staff  /lib
156161 .a. -rwxr-xr-x root  staff /usr/bin/Ild
98304 .a. -rwxr-xr-x bin  bin  /usr/lib/compile
1132 .a. -rw-r--r--root  staff /usr/lib/crt0.0
7996 .a. -r-xr--r--root  bin  /usr/lib/libc.sa.1.8




Apr 07 98 00:14:59 1512 .a. -rwxr-xr-x root  staff /usr/bin/tty
Apr 07 98 00:15:07 28056 ..c -rw-r--r-- root  staff /var/adm/lastlog
1042200 ..c -rw-r--r-- root  wheel /var/adm/wtmp
Apr 07 98 00:15:09 32768 .a. -rwxr-Sr-x root kmem  /usr/kvm/w
8 .a. IrmxrwSrwx root  staff /usr/ucb/w
Apr 07 98 00:15:10 24576 .a. -rwxr-xr-x root  staff /usr/ucb/finger

Apr 07 98 00:15:18 635 .a. -rw-r--r-- root ~ staff /etc/inetd.conf
Apr 07 98 00:15:25 32768 .a. -rwxr-xr-x root  staff /usr/etc/in.telnetd
Apr 07 98 00:15:41 655484 .a. -rw-rw-rw- root  staff /var/log/syslog
Apr 07 98 00:15:59 635 .a. -rw-r--r--root  staff /var/adm/messages
Apr 07 98 00:16:07 0 .a. crw-r----- root kmem /dev/drum
140936 .a. -rw-r--r-- root ~ staff /etc/psdatabase
12736 .a. -rwxr-xr-x root  staff /usr/bin/grep
9 .a. Irwsrwxrwx root  staff /usr/bin/ps
32768 .a. -rwxr-xr-x root  staff /usr/kvm/libkvm.s0.0.3
40016 .a. -rwsr-xr-x root  wheel /usr/kvm/ps
20 .a. Irwxrwxrwx root  bin  /usr/lib/libkvm.s0.0.3
1529074 .a. -rwxr-xr-x root  staff /vmunix
Apr 07 98 00:16:08 0 ..c crw-r----- root kmem /dev/drum
0 .ac crw-r----- root kmem /dev/mem

Apr 07 98 00:16:20 6543 .a. -rw-r--r-- root daemon /misc/local/WWW/conf/httpd.conf
49152 .a. -rwxr-xr-x root  staff /usr/ucb/more
49152 .a. -rwxr-xr-x root  staff /usr/ucb/page

Apr 07 98 00:17:02 965 .a. -rw-r--r-- root daemon /misc/local/WWW/siddhartha-docs/index.h
965 m.c -rw------- root daemon /misc/local/WWW/siddhartha-docs/index2.
Apr 07 98 00:17:17 8592 .a. -rwxr-xr-x root  staff /usr/bin/cat
Apr 07 98 00:17:22 108 .a. -r--r--r-- root  staff /etc/motd
204800 .a. -rwxr-xr-x root  staff /usr/bin/ex
1279 .a. -rw-r--r--root  staff /usr/share/lib/terminfo/v/ivs100

1279 .a. -rw-r--r-- root ~ staff /usr/share/lib/terminfo/x/xterm
204800 .a. -rwxr-xr-x root  staff /usr/ucb/e
204800 .a. -rwxr-xr-x root  staff /usr/ucb/edit
204800 .a. -rwxr-xr-x root  staff /usr/ucb/ex
204800 .a. -rwxr-xr-x root  staff /usr/ucb/vedit
204800 .a. -rwxr-xr-x root  staff /usr/ucb/vi
204800 .a. -rwxr-xr-x root  staff /usr/ucb/view

Apr 07 98 00:17:36 106496 .a. -rwsr-xr-x root  wheel /foo/tmp/sh
1024 m.c drwxrwSrwx root  staff /var/tmp

Apr 07 98 00:17:47 13352 .a. -rwxr-xr-x root  staff /usr/bin/ls

Apr 07 98 00:17:56 5872 .a. -rwxr-xr-x root  staff /usr/bin/rm

Apr 07 98 00:17:58 6656 m.c drwxr-Sr-x zen  staff /home/zen
125 m.c -rw------- zen  staff /home/zen/.bash_history




Scenario #1

bash$ w
[construct output...]
bash$ finger
[construct output...]
bash$ last| head -15
[construct output...]

Broken pipe

bash$ Is-aCS

total 15
1./ 2 .bashrc 1lib
1./ 1 Mail 2 src

3 .bash_history 2 bin
1 .bash_profile 1 dead.letter
bash$  mkdir ..login
bash$ cd ..login
bash$ ftp breakin-stash
[-]
bash$ ./break-root
# ./clean-uw-tmp
# more /etc/inetd.conf
[.-]
# strings /usr/etc/in.telnetd | grep / | more
Just/local
/etc/hosts.allow
/etc/hosts.deny
01234567890./
bad net/mask expression: %s/%s
@(#) shell_cmd.c 1.5 94/12/28 17:42:44
[.-]

# Is -Lasl /usr/local/...

total 786
1 drwx--S--- 2 root 512 Jan 11 1997 ./
1 drwxr-sr-x 19 root 512 Nov 27 20:34 ../

24 -rwxr-xr-x 1 root 24576 Nov 15 1996 in.fingerd*

88 -rwxr-xr-x 1 root 90112 Apr 30 1997 in.ftpd*

32 -rwxr-xr-x 1 root 32768 Jan 12 1997 in.rlogind*

32 -rwxr-xr-x 1 root 32768 Mar 15 1997 in.rshd*

24 -rwxr-xr-x 1 root 24576 Apr 1 1997 in.telnetd*

584 -rwsr-xr-x 1 root 589824 Jan 21 1997 sendmail_wrapped*
# vilvar/log/syslog
[.-]

# vilvar/adm/messages

[.-]

# Is

# ps auxwwigrep http

nobody 6770 0.0 0.0 160 07? IW 18:06 0:00 /usr/local/WWW/httpd -f /usr/local/WWW/conf
zen 20781 0.0 0.6 32 184p5S 02:07 0:00 grep http

root 127 0.0 0.6 132 192? S Feb 23 0:09 /usr/local/WWW/httpd -f /usr/local/WWW/conf
nobody 18580 0.0 0.0 160 07?2 IW 00:17 0:00 /usr/local/WWW/httpd -f /usr/local/WWW/conf
[..]

# less /usr/local/WWW/conf/httpd.conf

(-]

ServerAdmin zen@trouble.org

DocumentRoot /usr/local/WWW(/siddhartha-docs
ServerName www.siddhartha.com

ErrorLog logs/siddhartha-error_log

TransferLog logs/siddhartha-access_log

[.]
# cd /usr/local/WWW/siddhartha-docs/

# s -asl
total 5
1 drwxr-sr-x 2 root 512 Jan 26 16:46 .
1 drwxr-sr-x 10 nobody 512 Feb 23 17:19 ..
1 -rw-r--r-- 1 zen 230 Feb 16 19:56 index.html
1 -rw-r--r-- 1 zen 230 Feb 16 19:56 peace.html
1 -rw-r--r-- 1 zen 230 Feb 16 19:56 love.html
# rmMm*

# mv ~/myfile.html index.html

# cat/etc/passwd

root:xDKx6ca_0hs52:0:1:our lord and master:/:/bin/csh
daemon:*:1:1::/:/dev/null

bin:*:3:3::/:/bin/bash



ftp:*:7:20::/0ld-home/ftp:/dev/null
pop:*:8:13::/:/dev/null
zen:wwWB5_GrwhANw:13:0:d:/home/zen:/bin/bash
nobody:*:32000:32000::/:/dev/null

# vi/etc/motd

# exit

bash$ cd ..

bash$ rm -rf ..login

bash$ rm .bash_history

bash$ exit



Reconstruction of Usa Activity



Goals

¥ Want to know interesting activity
¥ Reconstruct what was typed

¥ Determine what happened

¥ Understand/determine damage done
¥ Have accessto all files used



No Method Isan Island

¥ Startwith atime frame

¥ Must combine tactics to get an answer -
Correlation is thekey!

¥ Never will have everything, but could get
enoughE



Tools & Methods

¥ Network sniffing
¥ Shell history

¥ Process accounting
¥ Logfiles

¥ MACtimes



Network Sniffing & Spying (1/2)

¥ Cliff Sto
¥ Closeto

| had the right ideal

nerfectfor initial attacks

¥ Hard to detect

¥ Cancapturenearl all network traffic

¥ SImply logging connections is very useful
¥ Useless vs. dialups, other entry points

¥ High-speed/Active networks are tough



Network Sniffing & Spying (2/2)

¥ Often useless by themselves - IDS s dead

¥ Useful for damage control, useless for data
recovery

¥ Bedt as standalone monitoring system
¥ Requiredots of storageor completetraffic

¥ Must protect the system(s) doing the
sniffing/storing data

¥ Encrypted or hidden connections a problem




ShellHistory

¥ Don® overlook!

¥ Some shedl
¥ Command
¥ Fooled/by

S generate upon logout
line, exactly astyped

nassed by sub-shell or environ var

¥ Easily modified
¥ Commands inside scripts are not recorded
¥ Examine shell process memory



ProcesfAccounting

¥ Very complete
¥ Hard to read w/o automation

¥ Sorted by end of execution, will miss
commands still running

¥ Easy to turn off or blow away, fairly ssimple
to change



Log files

¥ Too much or too littleE

¥ Network logs

¥ TCP wrappers

¥ Daemon, program, kernel logs/accounting
¥ C2+ accounting



By Itself, NothingE.

Jul 6 16:04 fish su: 'su root'
succeeded for zen on /dev/ttyp2



But whenE

% last

zen ttypO bar Tue
zen ftp f oo Tue
zen ttypO ultra Tue
r eboot ~ Tue

Jul
Jul
Jul
Jul

6 17:22-19:24 (02:01)
6 15:22-15:24 (00:01)
6 10:13-11:07 (00:53)
6 20:10



IntruderModus Operandl

¥ Reconnalssance

¥ Strike

¥ Do the deed, hide tracks
¥ Get the hell out of Dodge



¥ atime
¥ mtime
¥ ctime

¥ Volatile

MAC times

astaccesdime
ast modify time
ast status change time

¥ If present & unaltered, invaluable



Demo 1

¥ Show what intruder sees

http://www.fish.cont~zen/bookhacked/mini-talk/handoutl.html

¥ Showwhatmactimes tdll

http://www.fish.cont~zen/bookhackedmini-talk/hardoutlb.himl



MAC times,redux

¥ Determine boot time activity
¥ Improvefirewall/critical systam secuity
¥ Debug system problems



The Coronef3 Toolkit

¥ MAC times

¥ |ast

¥ |lastcomm

¥ various logfiles



The source that came

In from the cold



ldentifying an unknown program

Run the program, see what happens.
What if the program turns out to be destructive?

Run the program on a sacrificial machine.
What if the program depends on specific machine features’

 Static analysis of program file: slow, but hopefully safe.
« Detalils will be somewhat operating system specific.

- Andrew Gross, Analyzing Computer Intrusions, SDSC,
UCSD, 1997.



With microscopes and tweezers

General file analysis tools:

 strings - show clear-text strings embedded in any file

« grep - search for specific strings

- file - identify file content by looking at part of the data
Program file analysis tools:

« nm - display compiler and runtime linker symbol table
 Idd - identify dynamic libraries used (can be dangerous)

- disassemblers, debuggers - for the really desperate



Initial Impressions

« Small file, found in the wake of an incident.

% Is -l a
—YWXY-XY-X 1 wietse staff 67724 Jul 24 18:21 a

- Apparently, an executable program.

% file a
a: ELF 32-bit MSB executable SPARC Version 1, dynamically
linked, not stripped

« Not stripped, so a lot of compliler information is still availabl

but we will not need it :-)



Symbol tables - some clues

« Compiler symbol table reveals internal procedure names:

% nm-pa (300 lines output)
0000078888 T nfsproc create 2
0000077448 T nfsproc _getattr 2
0000079428 T nfsproc link 2
0000077988 T nfsproc lookup 2

« Run-time linker symbol table reveals calls of external
shared library routines:

% nm -Du a (65 lines output)
perror

pmap_ getport

pmap rmtcall

printf
gsort



Embedded strings (729 lines)

% strings - a

- show all exported file systems

export

- umount all remote file systems
umountall

- umount remote file system

umount

[-upTU] [-P port] <path> - mount file system
mount

<local-file> [<remote-file>] - put file
<uid>[ .<gid>] <file> - change owner
chown

<mode> <file> - change mode

chmod

<dir> - remove remote directory

rmdir

<dir> - make remote directory

mkdir

<filel> <file2> - move file
<filel> <file2> - 1link file
<file> - delete remote file



Altavista to the rescue

Copyright, 1991, 1992, by Leendert van Doorn (leendert@cs.vu.nl)

This material is copyrighted by Leendert van Doorn, 1991, 1992. The usual
standard disclaimer applies, especially the fact that the author nor the
Vrije Universiteit, Amsterdam are liable for any damages caused by direct or
indirect use of the information or functionality provided by this program.

* F ¥ ¥ X * * X

/*

* nfs - A shell that provides access to NFS file systems

*

/
#include <stdio.h>
#include <string.h>
#include <ctype.h>
#include <signal.h>
#include <setjmp.h>
#include <netdb.h>
#include <errno.h>
#include <rpc/rpc.h>
#include <sys/ioctl.h>
#include <sys/socket.h>
#include <sys/vfs.h>
#include <netinet/in.h>



Wrapup

- The web is a wonderful resource. Many exploits are
only a mouse click away.

« Of course, this could be a program disguised as the nfs
shell. This can be verified by compiling the source code
and by further static analysis (next section).



The mouse trap

disassembly exercise



Initial Impressions

« Small file, found in the wake of an incident.

%Is-lIb
—IWXY-XY-X 1 wietse staff 3124 Jul 25 10:09 b

- Apparently, an executable program.

% file b
b: ELF 32-bit MSB executable SPARC Version 1, dynamically
linked, stripped

« As it says, stripped, thus no helpful compiler symbol table

% nmDb



Library routine calls - few clues

« Run-time linker symbol table reveals only a few calls
that are specific to the program under examination:

% nm-Dub

Undefined symbols from b:

_exit

atexit ...boilerplate library routine calls
exit

loctl

open ...application-specific calls

perror



Strings output - mostly boller plate

% strings - b
/usr/lib/1ld.so.1
_start

_environ

_end

_GLOBAL OFFSET TABLE
atexit

exit

_init

_DYNAMIC

loctl

_exit

environ

perror

open

_ PROCEDURE_LINKAGE TABLE
_edata

_etext

_lib version
main

_fini

libc.so.1
/dev/term/a

open

loctl

@(#)SunOS 5.4 generic July 1994

as: SC3.1 dev 09 May 1994
GCC: (GNU) 2.7.2
as: SC3.1 dev 09 May 1994
GCC: (GNU) 2.7.2
as: SC3.1 dev 09 May 1994
GCC: (GNU) 2.7.2

1d: (SGU) SunOS/ELF (LK-1.4 (S/I))

.interp
.hash
.dynsym
.dynstr
.rela.bss
.rela.plt
.text
.init
.fini
.rodata
.got
.dynamic
.plt
.data
.ctors
.dtors
.bss
.comment
.shstrtab



Disassembly and decompilation

« Strings and symbols give little insight into program purpose
« Source code recovery for the desperate.
« The only option left except for running the program.

- Details will be very specific to the hardware, the operating
system software, and the compiler type and version used.



SPARC CPU register organization

previous level

10-1i7
10-17 | thislevel
o0-07 10-17
10-17 next level
i = input 00-07 i0-1i7
1l = local To-1
O = output 0-17
g = global 00-07
g0-g7 g0-g7 g0-g7

- Accessible registers depend on function call nesting level.



Generic C program start-up

- Make room for local variables and store two arguments:

main: save $%$sp, -120, %sp space for local variables
main+4: st %10, [ %fp + 0x44 ] store Ist argument
main+8: st %il, [ %fp + 0x48 ] store 2nd argument

- Equivalent C program code:

int main(argc, argv)
int argc;
char **argv;

{



Open sesame

« Something is being opened:

main+12: sethi $%hi(0x10800), %ol see note I at bottom
main+16: or %ol, 0x20, %00 %00 = 0x10820
main+20: clr %ol Y0l =0
main+24: call open open(0x10820, 0)
main+28: nop see note 2 at bottom

« The result from open() is stored into a local variable:

main+32: st %00, [ %fp + -20 ]

« Equivalent C program code:
fd = open("/dev/term/a", O RDONLY);

Note 1: a 32-bit constant must be loaded in two steps.
Note 2: the instruction following a call or jump is executed prior to the call or jump.



open() error handling

« Testing the result from open():

main+36: 1d [ %fp + -20 ], %00
main+40: cmp %00, O

main+44: bge main+80

main+48: nop

load open() result
compare against 0
jump if >=0

- Equivalent C program code (not likely):

if (fd >= 0) goto foo;
...code executed when fd < 0
foo:

« Equivalent C program code (more likely):

if (fd < 0) {
...code executed when fd < 0

}



open() error handling - continued

« Code that executes when open() falls:

main+52: sethi %hi(0x10800), %ol

main+56: or %ol, 0x30, %00 %00 = 0x10830
main+60: call perror perror(0x10830)
main+64: nop

main+68: mov 1, %i0 %i0 = 1 (failure)
main+72: b main+228 return

main+76: nop

main+228: ret actual return operation

« Equivalent C program code:

if (fd < 0) {
perror("open");
return 1; /* failure */
}



Pushing a mouse??

- Perform some device control operation:

main+80: 1d [ %fp + -20 ], %00
main+84: sethi %hi(0x5000), %02
main+88: or %02, 0x302, %ol
main+92: sethi $%$hi(0x10800), %03
main+96: or %03, 0x38, %02
main+100: call <ioctl>

main+104: nop

« See If the operation was successful:

main+108: cmp %00, 0
main+112: bge main+148
main+116: nop

« Equivalent C program code:

if (ioctl(fd, I PUSH, "ms") < 0) {
...code if result < 0

}

%00 = fd
%01 = 0x5302

%02 = 0x10838
ioctl(fd, 0x5302, 0x10838)

test the ioctl() result
jump if >=0



Error handling - the pattern repeats

« Code that executes when ioctl() fails:

main+120: sethi %hi(0x10800), %ol

main+124: or %ol, 0x40, %00 %000 = 0x10840
main+128: call perror perror(0x10840)
main+132: nop

main+136: mov 1, %i0 %i0 = 1 (failure)
main+140: b main+228 return
main+144: nop

- Equivalent C program code:

if (ioctl(fd, I PUSH, "ms") < 0) {

perror("ioctl");
return 1; /* failure */

}



Popping a mouse??

- Perform another control operation:

main+148: 1d [ %fp + =20 ], %00
main+152: sethi %hi(0x5000), %02
main+156: or %o2, 0x303, %ol
main+160: sethi $%$hi(0x10800), %03
main+164: or %o3, 0x38, %02
main+168: call <ioctl>

main+172: nop

- See If the operation was successful:

main+176: cmp %00, O
main+180: bge main+216
main+l116: nop

- Equivalent C program code:

if (ioctl(fd, I POP, "ms") < 0) {
...code if result < 0

}

%00 = fd
Y01 = 0x5303

%02 = 0x10838
ioctl(fd, 0x5303, Ox10838)

test the ioctl() result
jump if >=0



Error handling - more repetition

Code that executes when ioctl() fails:

main+188:
main+192:
main+196:
main+200:
main+204:
main+208:
main+144:

sethi $%hi(0x10800), %ol

or %ol, 0x40, %00 %000 = 0x10840

call perror perror(0x10840)
nop

mov 1, %i0 %i0 = 1 (failure)
b main+228 return

nop

Equivalent C program code:

if (ioctl(fd,

}

perror("ioctl");

I POP, "ms") < 0) {

return 1; /* failure */



If all goes well...

- Code that executes when everything succeeeds:

main+216: clr %i0 %i0 = 0 (success)
main+220: b main+228 return

main+224: nop

main+228: ret actual return operation
main+232: restore clean up local variables

- Equivalent C program code:

return 0; /* success */

}

. ThatOs it!



The entire program, #includes addec

#include <stropts.h>
#include <fcntl.h>

int main(argc, argv)
int argc;
char **argv;
{
int fd;

fd = open("/dev/term/a", O RDONLY);
if (£fd < 0) {

perror("open");

return 1; /* failure */

}

if (ioctl(fd, I PUSH, "ms") < 0) {
perror("ioctl");
return 1; /* failure */

}

if (ioctl(fd, I POP, "ms") < 0) {
perror("ioctl");
return 1; /* failure */

return 0; /* success */



Wrapup

« On some systems this program is known to exploit a
vulnerability that grants system privileges to the user.

- On most systems, however, running the program would
have no interesting effects at all.

- What to do when the analysis reveals nothing of interest?
Does the unknown program exploit a new vulnerability?
How would one find out?



Automatic decompilation

- High-level languages make decompilation easy
(in contrast with buffer overflow exploit code).

« Compilers emit blobs of code according to templates.
Decompilation using pattern recognition techniques.

« Optimizers can make it harder to recover original source
code but that is not a problem.



Examining a process

without disturbing it



TCP Wrapper-style alert

Suspicious activity at some unlikely hour:
Feb 13 23:09:52 wsbs06 in.fingerd[15900]:

connect from lock@wsbs03
Screen saver accounts donOt finger around at midnight.

An intruder has compromised the screen saver account
. .. .and possibly more.



Bad news - compromised machine

- Someone compromised the root account on host wsbs03.

Feb 13 23:05:34 wsbsOl in.fingerd[7948]:

connect from root@wsbs03
Feb 13 23:05:35 wsbs06 in.fingerd[15895]:
connect from nobody@wsbs01
Feb 13 23:05:36 wsbs06 in.fingerd[15897]:
refused connect from nobody@localhost

- Someone is a finger-command virtuoso.

wshs06l<— wsbhs0lj<=— wsbs03

9

finger @localhost@wsbs06@wsbsO1



Evidence of suspicious process

# ps aux
USER PID %CPU %MEM SZ RSS TT STAT START TIME COMMAND

root 00000 O 0?D Jan14 0:01 swapper
root 1 0000 52 0? IW Jan 14 0:00 /sbin/init -
root 20000 0 0? D Jan14 0:.00 pagedaemon
root 75 0000 16 0?1 Jan 14 0:00 (biod)

root 55 0.0 0.0 68 0? IW Jan 14 0:00 portmap

root 12823 0.0 0.0 48 0O ? Iw 23:02 0:00 <defunct>

. Process start time: matches time of incident.

-~ Process name: misleading to hide real purpose.



ps incantations (BSD-ish UNIX)

-~ "ps ax" for basic listing.
PID TT STAT TIME COMMAND

152p0S 0:00 -csh (csh)
883 p0OR 0:00 ps ax

- "ps auxeww" for command, environment, and more.
USER PID %CPU %oMEM SZ RSS TT STAT START TIME COMMAND

wietse 152 0.0 1.5 56 212p0S 09:12 0:00 -csh
HOME=/home/wietse USER=wietse LOGNAME=wietse PATH=/bin:/usr/bin:
/usr/ucb:/usr/bin/X11:/usr/local/bin:/usr/local/bin
MAIL=/var/spool/mail/wietse SHELL=/bin/csh TERM=xterm (csh)



WIll the real ps command stand up?

- System V-ish UNIX: "ps -ef" for minimally-useful listing.
uiD PID PPID C STIMETTY  TIME COMD

wietse 9157 9154 24 12:57:58 pts/0  0:00 -csh
wietse 9184 9157 21 13:00:43 pts/0  0:00 ps -ef

- System V-ish UNIX: "ps -ealf" gives marginally more.

FS UID PID PPID CPRINI ADDR SZ WCHAN STIMETTY TIME COMD

8 S wietse 9157 9154 25 41 20 fc52bccO0 218 fc52be90 12:57:58 pts/0  0:00 -csh
8 O wietse 9204 9157 21 55 20 fc52b000 173 13:13:03 pts/0  0:00 ps -ealf



Isof - list open files, connections etc.

Source: ftp://vic.cc.purdue.edu/pub/tools/unix/Isof

# lsof -p 12823

COMMAND PID USER FD TYPE DEVICE SIZE/OFF INODE NAME

<defunct> 12823 root cwd VDIR 7, 22 1024 868362 /var

<defunct> 12823 root TOO VREG 7, 22 32768 868676 /var

<defunct> 12823 root TO1 VREG 7, 6 24576 139429 /usr

<defunct> 12823 root T02 VREG 7, 6 516096 139397 /usr

<defunct> 12823 root T03 VREG 7, O 4096 14951/

<defunct> 12823 root T0O4 VREG 7, 6 40960 139492 /usr

<defunct> 12823 root 3u inet 0xf£f64b50c 0x0 TCP *:5120

Something is accepting connections on TCP port 5120.

No executable file found (find /var -inum 868676 -print).



Freezing the process

DonOt connect to the port - bad things might happen.
DonOt terminate the process - all info would be lost.

Suspend the process until we have figured out what it is:

# kill -STOP 12823

Checking the result reveals yet another surprise.

# ps ax|grep T _
167 ? TW  0:11 cron (cron is suspended, to0)
12823 ? TW 0:00 <defunct>



Capturing process memory - intro

Simplified typical process memory map, not drawn to scale

ttttt

program code and constants (from program file)
program variables (saved in core dump)
direction of growth of data segment

shared library code and constants (from lib. files)
shared library variables (saved in core dump)

direction of growth of stack segment
stack (saved in core dump)



Capturing process data - gcore

Create "core dump" checkpoint of variables and stack.

Example: core dump checkpoint of process 12832

# gcore 12832

gcore: core.12832 dumped

# 1s -1 core.12832

-rw-r--r-- 1 root 8421808 Feb 24 09:29 core.12832

Result can be examined with standard debugger tools,
given copies of the program and shared library files.

Result can be examined with unstructured tools such
as "strings", binary editors, etc.

gcore is not available on LINUX (but alternatives exist).



Capturing process Info - /proc

Entries in /proc/<pid> give access to process info.

Solaris FreeBSD | LINUX | what

object/a.out | file exe program file

as mem mem process memory

map map maps memory map
etcetera...

Capturing the program file is as simple as copying
/proc/<pid>/file (or whatever they call it today).

Capturing process memory requires more work because
the memory map has holes in it (see the "pcat" utility).



Capturing the program file - icat

icat - retrieve file, given device name and inode number.
Recover deleted but still open or running files.
Part of the software developed for this class.

Example: save contents of file 868676 on /dev/sd2g.

# icat /dev/rsd2g 868676 >868676.out

Result can be examined with standard debuggers and witl
unstructured tools such as "strings", binary editors, etc.



Capturing process memory - pcat

Dump the entire memory of a process to file -
iIncluding code, data, heap, libraries and stack.

Part of the toolkit developed for this class.

Example: dump all memory of process 12832.

# pcat 12832 >pcat.12832

Result can be examined with unstructured tools such
as "strings", binary editor, etc.



First examination with "strings”

# strings core.12832 | more
..Stuff...

Error: cant open file
Kill

Error: cant open file
%s not found

bad port %s

Trying %s...

telcli: socket

1) %s port %d...
csh -bif

exec
parstuvwxyzPQRST
/dev/ptyXX
/dev/pty

/dev/ptyp
0123456789abcdef
/bin/csh

/dev/

/devlity

fork

/bin/csh

telnetd: %s.

...more stuff...



Backdoor service (portd variant)

Stand-alone telnet server.

Bypass TCP Wrapper and system login procedure.

intruder—=.| telnet | L | portd She”SI

client | server proces

compromised machine

% telnet victim 5120
Trying 131.155.210.17...
Connected to victim.
Escape character is O"]O.
password

SunOS UNIX (victim)

victim#



Watching a process In action - intro

application ] user
library

kernel
hardware

Use standard debugging hooks to intercept and log:

System calls (tapping the user-kernel interface).
_ibrary calls (tapping the application-library interface).
ndividual application routines (requires program file).
ndividual machine instructions.

Run-time tracing can generate large amounts of data.

Run-time tracing can impact performance noticeably.



Watching system calls

User-kernel interface: does not show what happens
iInside the application or inside library routines.

All information must enter or leave the program via a

system call: input, output, network, file, terminal, etc.

Many system-specific tools: trace (SunOS 4), truss
(Solaris 2), ktrace (*BSD), etc.

Portable system call tracer: strace, originally by Paul
Kranenburg, ported and extended by many.



Syscall tracing to decrypt traffic

Network:
encrypted

# strace -p 12345

-f

-e read=6

-e write=4

-

12345

4 > |_ocal:
*g cleartext

watch process 12345

and its child processes

-e trace=read,write |0OK at read/write calls only
show everyting read from ch. 6
show everything written to ch. 4



Other host-based tracing

ltrace: log every library routine call (output like strace).
ftp://ftp.debian.org/debian/dists/unstable/main/source/utils
Guaranteed portable to LINUX.

ttywatcher: real-time monitoring and more.
ftp://coast.cs.purdue.edu/pub/tools/unix/ttywatcher/
tap: hook into streams-based tty systems.
ftp://coast.cs.purdue.edu/pub/tools/unix/tap/
Guaranteed portable to SUNSs.

The uncensored logdaemon utilities.



Hiding a process from observation

Standard B2+ security feature (covert channels).
Otherwise, retrofitted by hacking system software.
Spying on an intruder without being seen.

Hiding a password sniffer process.

Other forms of survelllance.



Hiding a process from observation

application ] user
library

kernel
hardware

Modified ps/Isof/top/etc. applications and/or library routines
Can be sufficient when process listing applications must be
Installed as privileged commands.

Modified kernel: crude implementations based on
loadable kernel modules from http://thc.pimmel.com/
Hides a process even from the most privileged users.

CanOt use lots of CPU, memory or |/O resources.



Silenceof the Lans



Renote incidents

¥ Packets traversing network stack
¥ Remote or local information?

¥ Very difficult to erag remote network
Information, very little information kept

¥ Gathering local network information
¥ |mportant nodes on network
¥ Initial vs. subsequent connections



Whatwe wonO€over

¥ DOS - smurf/ping-O-death/winnuke/etc.
¥ Detection of sniffers



Typical Network Attack

Hanover Univ Bremen Datex-P Net

® & ®
LﬁL ® Transatlantic
Cable
® ® ® Tymnet

Intl Gate
Tymnet McLean, VA



EradicatingNetwork Traces

¥ Virtually impossible in most cases

¥ Don® know where data was saved

¥ Mustdetemine wheredataflow went
¥ Compromiseall routers,hosts.etc.

¥ Destroy all information there, plus
recursivey follow thislist



Gatheringinformation

¥ System configuration
¥ System & user programs
¥ System & kernel memory

¥ Raw mem/disk - anything with IP
#(@/hostnames



System Configuration (1/2)

¥ Enter into the realm of auditing

¥ Invisible changes

¥ Freezing system should gather most of this
¥ Need to know how system should look like
¥ Kernel

¥ Packetfilters



System Configuration (2/2)

¥ Access control (host s. al | ow,
htt pd. conf, sshd config, etc)

¥ Trust(saves,r host s, network info, etc.)

¥ Configs (routes, | net d. conf , startup
files,etc)

¥ Protocols
¥ Userland (. r host s, . f or war d, etc.)




Prograns

¥ Queriesto system
¥ Program memory
¥ Logs



Querieso the System

¥ netstat (8c)
¥ arp(8c)

¥ | sof
¥ portscanners




Net st at - Show Net Status

% netstat -a -f 1 net

Active Internet connections (including servers)

Proto R-Q S Q Local Address Foreign Address gate
tcp O O fling.snip 192.215.43.108.4778 EST
tcp O O ¥ing.http dialup6929.nssl/87 BEST
tcp O O ¥ing.sntp 192.215.43.108.4769 WA
tcp O O flying.http Elapex..2198 SYN _RCVD



Net st at , elc.

% netstat -rn

Routing tables

Destination Gateway FlagsRefcnt Use Interface
127.0.0.1 127.0.01 UH 1 1365 100
default 209.179.181.120 UG 17 20891121e0



ar p - Addres Resolution
DisplayandControl

¥ What ethernet is claming | P address
¥ Only useful on LAN

¥ Easy to forge

¥ Can give system types

arpwatch- Craig Leres- ftp://ftp.ee.lb.gov/



Portscanners

¥%tcp scan fish.com 1-1024
21: ftp

23: telnet

29, sSmtp

53:domain

515: printer

66/7: UNKNOWN



¥ Syslog
¥ NFS
¥ NIS
¥ DNS

¥ Kernel

Logs



Every Scrapof Data- bi nd

¥ Keepstrack of EVERY query of host
¥ Senda Sl G NT signal to bi nd

¥ Dumps database into naned _dunp. db

¥ Compare vs. system logs, known hosts, use
TTL vs. time left In memory

¥ A few megabytes of funE
¥ 10M << 10M8!



More ScrapsE

¥ Usepcat to dump aprocesses memory

¥ |f program (esp. auth daemons) talks to net,
nossibly has net info

¥ Even if doesn@log, it remembers!
¥ Good for system, great vs.intruder tools
¥ Easy to spot hosts

¥ Only reasonable way to prevent isto Kill
daemon, restart (might see PID change)




Using pcatto Examne Menory

¥ ps/l sof locates program (nf sd, st at d,
etc.)

# pcat 123 | strings > 123. nem

¥ gr ep Qhost/IP pattern]OL23. mem
¥strings &l ess tofurther examine

(Also / dev/ nemé& / dev/ knmem



GatheringRenvote Information

¥ Speed Is important!

¥ Hosts - recursively freeze each
¥ Routers & Access equipment
¥ Telcos

¥ ISPs

¥ FIRST/CERTS, etc.



Routersetc.

¥ Ascomplicated as hostsE and less documented &
understood

¥ Can seriously impact investigation
¥ Lotsof waysto manage & examine
¥ All do things differently

¥ Should look ét:
P Routes
b Arp/IP/etc tables
b Any network information



Recovering deleted files

The gory detalls



UNIX file system basics, recap

directory /home/you

Inode 123

foo 123 —
bar 456
and so on...

owner/group ID

permissions

file/directory/etc.

data block #s

and so on...

A

blocks...

data data

data data

data data




Bypassing the file system layer

application files, inodes|  |jis icat, unrm
directories
vfs
kernel ffs, ext2fs
drivers [<

V

hardware blocks




Typical on-disk file system layout

Label Partition Partition Partition

Entire disk, not drawn to scale -
« Disk label with disk partition Iayout
. __,Actual disk partitions

block | bitmap bitmap | blocks | blocks block | bitmap bitmap

Super | Inode | Data Inode | Data Super Inodep| Data

Partition or file system, not drawn to scale

« Superblock with file system layout (redundant copies)
« Bit maps for inode/data block allocation

« Actual inodes/data blocks



Inode Information for removed files

« Ownership: numeric user and group ID

- Permissions: read/write/execute for owner, group, other

« Type: file, directory, symlink, device, FIFO, socket, etc.

« Time stamps:
= |ast file Modification time
= |ast file Access time

= |ast status Change (e.g., owner, permissions, refcount

- Reference count (0, 1, 2 etc.} zeroec

« File size in bytes - zeroed

e List of data block numbers - zeroed

when removed
(except LINUX)
(except LINUX)



IS, Icat - file access by inode number

 List removed files (inode unallocated and/or refcount 0):
# ils device

 List removed open files (inode allocated but refcount 0):
# ils -0 device

« Existing and removed files (inode allocated/unallocated):
# ils -l device

 List specific inode(s):
# ils device inode...

« Access file content by inode number:
# icat device inode >file

- Part of the toolkit developed for this class



Direct and indirect blocks (FFS)

. O

Inode

—= 11
12
—=lindirect < -

2059

— | 2060

indirect I XK

>indirect<

indirect 1 -
N 4196363

|ndwect¢
>|indirect <
|nd|rect i\

Indirect 1




Sequential data allocation, ideal case

« UNIX Fast File System: variable block size 1..8 kbytes.

96 kbyte [I| 16 Mbyte[l [I| 16 Mbyte[l| 16 Mbyte

« LINUX ext2fs file system: fixed block size 1 kbytes.

12 kbyte |I| 256 kbytgl|I| 256 kbytel | 256 kbyte

- Inreality, FFS spreads large files over clusters of blocks
to avoid fragmentation of files and of free space. LINUX
appears to simply allocate the next free 8 kbyte chunk.



unrm - file system dumpster diving

« Output has no indication of file boundaries!
« Output must be redirected to different file system or host!
« Use icat to exploit Linux removed inode data!

« Extract all removed data blocks
# unrm device

- Extract removed data from a range of blocks
# unrm device first-last

-« Part of the toolkit developed for this class



Stashing data in the

cracks of a UNIX system



Stashing by appending to files

- Exploit built-in file length information of image files
executable files, etc.

% cat stuff >>executable-file
% cat stuff >>Image-file

- Trivially easy to detect by comparing actual file size
with built-in length information.

% check exe executable-file
executable-file: 12345 bytes excess



Stashing by inserting comments

- Exploit ability to store comments inside executable
or image files, etc.

% wrjpgcom -comment "Ocat stuffO" file.jpg
% mcs -a "Ocat stuffO" executable-file

« Detectable by looking for unusual comments
(unusual length, unusual content, etc.).

% rdjpgcom filename | whatever
% mcs -p executable-file | whatever

« JPEG supports comment blocks up to 64 kbytes.



Stashing by inflating file segments

- Store data into the code or data segment of
executable files.

- Detectable by analyzing the code segment
and by proving that some code is unreachable.

- Detectable by analyzing the code segment
and by proving that some data will never be touched.

o Left as an exercise to the reader. See the literature
on the so-called "halting problem".



Stashing - wolf in sheepOs clothes

- 3DES-encrypted data inside PGP header.
Will resist brute force decryption attacks.

« PGP-encrypted data inside ZIP header.
Result appears to be a corrupted ZIP file.

- Any sufficiently-obscure application-specific format.

« Mounting a file system on top of another one.



Stashing In left-over space

- Last data block of file (UNIX: 0.5 kbyte, MS: 10+kbytes)
- Padding of executable file segments (kbytes)

- Media bad block list (10+ kbytes)

- Disk partition boundaries (Mbytes)

« Unused disk partitions.

« Detection: this kind of space normally contains
Zeros or some trivial pattern.



Wiping data from
a UNIX system



A really secure delete takes time

It iIs possible to recover data from disk even after
overwriting multiple times.

It Is possible to recover data from RAM even after
powering off.

Peter Gutmann, Secure Deletion of Data from Magnetic
and Solid-State Memory, Sixth USENIX Security
Symposium, San Jose, California, July 1996.



Steps to wipe a UNIX system

« Wipe files before removing them.
« Wipe free space.

« When shutting down the system:
=  Wipe swap space.
" Wipe memory

« Wiping software: http://thc.pimmel.com/
(see article on anonymizing UNIX systems)



Grafting to hide effects of wiping

« All-zero free blocks are unusual and could actually
raise suspicion.

- Solution: overwrite free space with plausible data.
- Cloning/grafting: use copies of recently-accessed

files from the system itself: mail, program source
code, web pages/images, etc.



Invisible to Visible



OlwouldnOhavewrittenthe TCP
Wrappersk.O

- Wietse



Recoveryof Lostor Hidden Data

¥ Why?

¥ Hiding among the visible

¥ Speed

¥ Types of data

¥ Traditional methods used to dis/'uncover
¥ Traditional analysis

¥ Validity of data & methods




Why?

¥ Disaster/Accident recovery
¥ Password activity

¥ Recovering logs

¥ Exploit code, malware

¥ Evidence of Activity

¥ Spying



Hiding Among the Visible

¥ Trivia to hide things

¥ Very difficult to find

¥ Cryptography/stenography
¥ Imbedded datain valid files



SpeedE not.

¥ Slow

¥ Mountains of data

¥ Thereisareason for files and structureE
¥ Slow

¥ Difficult to autamate analysis

¥ Collection slow, analysis slower



Typesof Data

¥ Unallocated files

¥ The used filesystem
¥ Memory

¥ Swap



Methods

¥ dd(1)
¥cat(1)
¥strings(1)
¥ unrm

¥ |cat
¥lls



Analysis

¥grep(1l)
¥|ess(1)

¥ perl/ahell scripts
¥ Lazaus




LazarusFunctionality

¥ Data reconstruction based on content
¥ Brings structure to unstructured data
¥ Pattern recognition

¥ Data broken into files

¥ Hyperiext userinterface

¥ Enables browsing of data



(Quick Demo of Laz)

[aquick overview of what it looks |ike and
how the basic function works, not much
else]



Q admire the progress that you have made on

what | view as anearly intractable problem:
-- Kirk McKusick

¥ Not Norton Utilities!
¥ How good isit?

¥ Why does it work?
¥ Logfiles

¥ Usage

¥ Time required



Just How Good isthis Thing?

¥ It dependskE
¥ Small filesareeay

¥ Largefiles are not, unlessit has aregular
format or type that is easy to recognize

¥ Size of file vs. sizeof filesysten
¥ |t should get ALL data



How doesit work?

¥ 1024 1s amagic number

¥ Unix filesystems suggest locality

¥ Unix FStry to create contiguous blocks
¥ Data isn® going anywhere

¥ SImple recognition techniques work!



Algorithm

¥ Examinefirst 100 bytes of a block of data
¥ If (text), try reguar expressions

¥ |f (binary),usefi | e(1)

¥ |f (last block analyzed was same as current),

append
¥ Elsecreate new file

¥ Post processing



(Demo - show sniffer log stuff)

[explain how working on program and simply
looking at data found something very
Interesting]



Example - Finding Exploit Code

¥ A combination of:
b MACtime (see handout)
Pbunrm
blazarus
P grep program files for source code



PostProcessig

¥ Standard Unix tools

¥ Reconstructing mail files

¥ Text-based log files

¥ Correlator (binary, repeating logs, etc.)
¥ Hle sanity checking



Validity of Results

¥ Picturesare eay

¥ Poorreliability

¥ Easy to miscategorize or miss data
¥ Analysis fraught with peril

¥ Conclusions based on this are probably the
most dangerous of all



BestPractices,ConclusionE




BEFORE an Incident (1/2)

Have a good security policy
Learn thy system(s)

Turn on logging & accounting
Create a Baseline

Regularly audit your systems



BEFORE... (2/2)

Learn how miscreants abuse systems

At least know how to gather forensic data
Backups

Know your neighbors

Know who to contact in emergency



Security Policy

* The most important thing

 Well documented, consistent systems

* Keep up to date with security patches, tools,
and education



The Coroner’s Toolkit

Barebones
UNIX
Simple freezing routines

MACtime, unrm/laz, icat/pcat, timeline
tools, etc.

Precursor to Time Machine?

http://www.fish.convsecurity/forensics.html



Abuse

 With knowledge comes responsibility
* Spying & abuse are easier than ever

e Arms race



